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European Organisation for Security ¢ EOS

EOSMembers(from 12 EUcountries) security solutions and services providers,
security users; representing all major sectors: defence,civil security, ICT,energy,

transport,finance,servicesyesearch

Nonfor-profit organisation
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EOS Objective:

Promote and support the development of a consistent
and sustainable Security Market

WHAT: Support the development and implementation of innovative civil security &
resilience systems and related services in a sustainable EU security model

HOW: Creation of main EU Security Programmes for Borders, Civil Protection, Cyber
Security, Protection of Critical Infrastructures

A Position Paper: & 9 IPHorities for a Future European Security CNJ Y'S ¢ 2 NJ|

A 8 White Papers with common recommendations for EU on:
i Border Surveillance,
I Border Management,
i Civil Protection,
i ICT Network Security,
I Civil Aviation Security,
i Surface Transport Security
I Supply Chain Security,
i Energy Infrastructures Security & Resilience



Environment
for the introduction of innovations and

the development of an EU Security Market

National Sovereignty
Nationallegislations,regulations,standards,certificationsX
Legacy

Perceivedhreats/ Continuousevolution of threats (unpredictable)
Societalissues

Understandingof (common)operationalneeds(users& operators)

Definition of an EU « internal security strategy » (c.f. Stockholm
Programme)

LisbonTreaty
CivMil
Budgets
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Better definition of operational needs and constrains
(political, societal, economic)

Increased link between users/operators, solution
oroviders, administrations

Example:

Still open issue
on how to
anticipate /
counter threats,
In mass
transportation

Madrid
March 11, 2004 ¢

Atocha railway
station




Innovation and Security R&D in the frame of an

EU Industrial Security Policy

PublicPrivate Dialogue
EUSecurityProgrammes
Solutionsthat meetlegislativeand societalrequirements

SecurityR&Tand Innovationto developEUReferenceSolutionswithin
main EUProgrammes

Testand Validation of security technologies,solutions and servicesat
EUlevel

. EUTechnologyStandards,ProceduresGuidelinesand EU Regulations

for Interoperability

Development of the entire supply chain (from users/operators to
suppliersand technologyproviders)andthe involvementof SMEs

Consistenprocurementand deploymentof securitycapabilities

. Financial measures aimed at sustaining the development and

deploymentof securitysolutions



EU Industrial Security Policy:

- Public- Private Dialogue
- EU Security Programmes

1. Further develop the PublicPrivate Dialogue on security issues between users,
operatorsand industry/technologyproviders

A not only R&D activities like in ESRABand ESRIFput also policy and market
development/regulationssues

2. Createsignificant structuring and federating & S yfoRS y* FEE) SecurityProgrammes
(similar to Single Sky, GALILEOGMESetc.) in Public - Private Cooperation /
Partnership (notonly & 6 2 (-dzR2#gproach butalso & G -R2IG yfok: O

A BorderControl(Maritime, Land,Checks; entry/exit)

A CivilProtection(crisismanagement, CBRNE)

A CyberSecurity(ICTNetworksand Intelligence/ Data management)
A Protectionof Critical Infrastructures(Transport,energy, X)

G 9 yidD v RPélicy / Regulations - Standards / R&D / Pilots / Deployment / Services




EU Industrial Security Policy:
- Meet legal and societal requirements

- EU Reference Solutions

3. Providesolutionsthat meetlegislativeand societalrequirements

A following guidelinessuggestedy the ECaswell asthe EuropearParliament,
A consistentwith nationallegislations

A developingO A (i Aalv@efigs@ndtrust in the proposedsecuritysolutions
A

supportingadvancedusinesanodelsfor the deploymentof securitysolutionsand
serviceqe.g. aregulationon EUThird PartyLiability)

4. Channel Security R&T and Innovation towards the development of EU
Referencesolutionswithin main EUProgrammes

A European Reference Solutions: technologies and capabilities developed and
validatedfollowingcommon operational needs, criteria and EU security strategies,
implementing & & S O &Mdivacy by R S & Af@ \§pecific missionsto increase,
whenneeded,interoperability or compatibility of solutions



EU Industrial Security Policy:
- EU Test and Validation Network

- Technoloqgy Standards, Procedures, Requlations

5. Testand Validate security technologies,solutions and services(i.e.
EuropearReferencé&olutionsand Capabilities)

A Establishan EU Platform / Network for test and validation following
common criteria agreed in public ¢ private cooperation facilitating
certificationand deploymentof R&Dresults

6. Foster the development and implementation of EU Technology
Standards, Procedures, Guidelines and EU Regulations for
Interoperability

A Extendexistingactivitiesof CENCENELEETShnd of severalECDGsby
relyingalsoon contributionsfrom private & dzLJLJsSect&NA Q

A Not only transEuropeanissues,but also security issues common to
different EUcountries



EU Industrial Security Policy:
- Support to whole Supply Chain

- Facilitate consistent procurement and de
- Dedicated budgets and resources

7. Sustainthe developmentof the entire supplychain
A from users/operatorgo suppliersandtechnologyproviders

A involvementof SMEs

8. Supportconsistentprocurementand deploymentof securitycapabilities

A leveragingon the activity of a dedicated EU structure for the specification of
common needs or on a stronger cross-coordination and adequate governance
of existing Agencies and EU Bodies, facilitating procurement at MS level

9. Facilitate the implementation of financial measuresaimed at sustaining
the developmentand deploymentof securitysolutions

A dedicated budgets for EU Programmes, tax incentives, loans, support to
entrepreneurshipin view of promotingthe deploymentof innovativesolutions
andservices
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Conclusions:

Stronger Public ¢ Private Cooperation, not only in R&D,
for a sustainable European security model

Toincreaseefficiencyof our securitymeasures

ToimproveO A (i AtrusBvgianOvativetechnologies
Toimprove competitivenesof EUeconomyand securityindustry

Toimprovebuildinga SustainabldeuropeanSecurityModel

R&l should contribute to a Global Approach: & S yfoRS y REU Security
Programmes within an EU Industrial Security Policy

Guidelines for security R&D should derive from a Roadmap for the developmentof
anharmonioussecurityapproachat EUlevel,issuedof a public- private dialogue

The & t NAES QiiSAdMIDrganised (EOS) to provide a coherent advice to EUand
MS Administrationson main security issuesand contribute to establishsuch a
Roadmapandsuggesguidelinesfor securityR&D

Public ¢ Private Dialogue / Cooperation should go beyond R&D issuesall alongthe
G S yfoRS Y Rpproach: SecuritySummit



Qﬁ Thanks

For further information
on EQS, contact

f ABouT EOS ®  ACTIVITIES

Y EVENTS

Luigi Rebuffi
CEO Jevelop a coherent european securi

Email: luigi.rebuffi@eos-eu.com
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